
Security for the Real World.

USING AND PROTECTING INFORMATION FOR A COMPETITIVE ADVANTAGE

Regardless of the state of interest rates, prices, and other economic factors, the
art and singular objective of retailing remains unchanged: to provide customers
with goods and services that keep them coming back for more. However, the

proliferation of merchants throughout the highly successful ‘90s coupled with
the more recent growth of online shopping options have clearly resulted in a

buyer’s market. As consumers have shifted their purchasing criteria to
demand more value, better service, and greater convenience, creating and
sustaining a competitive advantage has become a much more challenging
prospect. Consequently, retailers are having to evolve from practicing art to
treating the operation of their businesses as a science. Greater precision is
needed to more quickly, efficiently, and accurately balance the demand and
supply sides of the retail equation.

Not surprisingly, the essential ingredient for providing greater precision is
better information. Answers to the ageless retailing questions must be

obtained more efficiently from all points in the end-to-end chain of operations
and, importantly, in a more timely fashion. What is it that consumers want to buy
right now? What are the primary, secondary, and tertiary factors influencing their
purchase decision? How can it be ensured that they have an outstanding shopping
experience? Exactly how great is the demand for product X? Is there an optimum
quantity in stock, or do orders in the supply chain require modification? These are
the currents that must be interpreted and then navigated on an almost continuous
basis for retailers to establish greater operational efficiency, profitability, and sales.

It is with this in mind that the retail industry, traditionally conservative when it
comes to change and associated investments, is now embracing information
technology in a wholesale manner. Companies such as Wal-Mart and Dell have
clearly demonstrated the gains to be had, for example, by streamlining their
supply chains, forming closer relationships with supply chain partners, and
leveraging the Internet to manage purchases, shipments, and even to sell their
products. Batch processing is being replaced by real-time information exchange
enabled by a range of network-based applications. Even the customer-facing
components are being transformed, as the “store of the future” becomes the
reality of today, with in-store networks supporting self-service kiosks, digital
signage, and customized, on-the-spot advertising and mark-downs.

Of course, this increased usage and dependency upon information, the need to
gather, analyze, redistribute, store, and, in general, manage it from end-to-end,
also includes a responsibility to protect it. Clearly, purchasing preferences and
other customer-specific data must be kept confidential. However, it is also
essential to ensure the integrity and availability of all of the related data, as well
as the networks and systems used to process it, particularly as these increasingly
become the lifeblood upon which retailers depend.

Needless to say, this only accounts for a handful of the key issues, trends, and
relatively unique conditions which characterize the retail industry. Indeed, a variety
of other factors also contribute to the wide range of challenges facing network
and security administrators operating within such businesses. For example: 
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CClleeaarrllyy  iitt  wwoouulldd  bbee  iinnaapppprroopprriiaattee  ttoo  ccllaassssiiffyy  tthhee  nneettwwoorrkkss  aanndd  ssyysstteemmss  ooff  rreettaaiill  ccoommppaanniieess  aass
““ccrriittiiccaall  iinnffrraassttrruuccttuurree..””  HHoowweevveerr,,  tthheerree  iiss  iinn  ffaacctt  oonnee  ppooiinntt  ooff  iinntteerrsseeccttiioonn  bbeettwweeeenn  tthhee  rreettaaiill
wwoorrlldd  aanndd  nneettwwoorrkkss  tthhaatt  aarree  ddeessiiggnnaatteedd  aass  ssuucchh..  SSppeecciiffiiccaallllyy,,  bbaattcchh  aanndd  rreeaall--ttiimmee  eexxcchhaannggeess  ooff
ttrraannssaaccttiioonn  ddeettaaiillss  wwiitthh  ccrreeddiitt  ccaarrdd  ccoommppaanniieess  aanndd  ootthheerr  ffiinnaanncciiaall  iinnssttiittuuttiioonnss  ccrreeaattee  aa  lliinnkkaaggee  ttoo
aann  eennvviirroonnmmeenntt  tthhaatt  iiss  mmuucchh  mmoorree  ttiigghhttllyy  ccoonnttrroolllleedd,,  aanndd  eevveenn  rreegguullaatteedd..  OOnnee  ssiiggnniiffiiccaanntt
iimmpplliiccaattiioonn  iiss  tthhaatt  vviirrttuuaallllyy  aallll  mmeerrcchhaannttss  wwhhoo  pprroocceessss  ccrreeddiitt  ccaarrdd  ttrraannssaaccttiioonnss  aarree  ssuubbjjeecctt,,  aatt
lleeaasstt  iinn  ppaarrtt,,  ttoo  tthhee  PPaayymmeenntt  CCaarrdd  IInndduussttrryy  ((PPCCII))  DDaattaa  SSeeccuurriittyy  SSttaannddaarrdd..  FFrroomm  aann  iinnffoorrmmaattiioonn
sseeccuurriittyy  ppeerrssppeeccttiivvee,,  tthhiiss  eessttaabblliisshheess  aa  mmiinniimmuumm  ssttaannddaarrdd  ooff  dduuee  ccaarree  tthhaatt  mmuusstt  bbee  mmaaiinnttaaiinneedd..
IInn  ggeenneerraall  iitt  ccoonnvveeyyss  tthhee  nneeeedd  ffoorr  aaffffeecctteedd  ccoommppaanniieess  ttoo  iimmpplleemmeenntt  aa  ccoommpprreehheennssiivvee  sseett  ooff
aaddmmiinniissttrraattiivvee,,  pphhyyssiiccaall,,  aanndd  tteecchhnniiccaall  ssaaffeegguuaarrddss  ttoo  pprrootteecctt  tthheeiirr  nneettwwoorrkkss  aanndd  ssyysstteemmss,,  aanndd,,  iinn
ttuurrnn,,  tthhee  iinnffoorrmmaattiioonn  tthheeyy  ttrraannssppoorrtt  aanndd  ssttoorree..  EEmmpphhaassiiss  iiss  ppllaacceedd  oonn  eessttaabblliisshhiinngg  rroobbuusstt  aacccceessss
ccoonnttrroollss  aanndd  ssuubbsseeqquueennttllyy  bbeeiinngg  aabbllee  ttoo  mmoonniittoorr  aanndd  aauuddiitt  ffoorr  uunnddeessiirraabbllee  aaccttiivviittiieess,,  iinn
ppaarrttiiccuullaarr,,  bbyy  uussiinngg  bbootthh  hhoosstt  aanndd  nneettwwoorrkk  iinnttrruussiioonn  ddeetteeccttiioonn  aanndd  pprreevveennttiioonn  ssyysstteemmss  ((ppeerr
rreeqquuiirreemmeenntt  1111..44))..  

AA  hhiigghhllyy  ccoommppeettiittiivvee  mmaarrkkeettppllaaccee  iinneevviittaabbllyy  lleeaaddss  ttoo  sshhrriinnkkiinngg  mmaarrggiinnss..  TThhuuss,,  wwhhiillee  iitt  iiss
nneecceessssaarryy  ttoo  iimmpprroovvee  tthhee  ffllooww  ooff  iinnffoorrmmaattiioonn  aalloonngg  tthhee  eennttiirree  cchhaaiinn  ooff  ooppeerraattiioonnss,,  iitt  iiss  aallssoo
nneecceessssaarryy  ttoo  ccoonnttrrooll  ccoossttss  wwhheenn  ddooiinngg  ssoo..  EEnnaabblliinngg  pprroodduuccttiivviittyy  ggaaiinnss  aanndd  lloowweerr  ccoosstt  ooff
oowwnneerrsshhiipp  aarree  eesssseennttiiaall  rreeqquuiirreemmeennttss  ooff  aallll  ssuuppppoorrttiinngg  ssyysstteemmss,,  iinncclluuddiinngg  tthhoossee  aassssoocciiaatteedd  wwiitthh
mmaaiinnttaaiinniinngg  pprriivvaaccyy  aanndd  sseeccuurriittyy..

CCoosstt  ccoonnttrrooll  iiss  aallssoo  tthhee  ddrriivveerr  bbeehhiinndd  tthhee  bbrrooaadd  sseett  ooff  iinniittiiaattiivveess  tthhaatt  aarree  ddeessiiggnnaatteedd  iinn  aaggggrreeggaattee
aass  ssuuppppllyy  cchhaaiinn  mmaannaaggeemmeenntt..  TThhee  rreelleevvaanntt  ppooiinntt  hheerree  iiss  tthhaatt  rreeggaarrddlleessss  ooff  tthhee  iinnddiivviidduuaall
oobbjjeeccttiivveess  ((ee..gg..,,  iinnvveennttoorryy  ooppttiimmiizzaattiioonn,,  ddiissttrriibbuuttiioonn  ooppttiimmiizzaattiioonn,,  lleeaasstt--ccoosstt  ssoouurrcciinngg)),,  tthheerree  iiss  aa
nneeeedd  ttoo  sshhaarree  iinnffoorrmmaattiioonn  wwiitthh  aa  bbrrooaadd  aanndd  hhiigghhllyy  ddiivveerrssee  ccaasstt  ooff  ssuuppppoorrttiinngg  ppaarrttiieess..  IInn  ttuurrnn,,  tthhiiss
mmeeaannss  ooppeenniinngg  uupp  aacccceessss  ttoo  vvaarriioouuss  ssyysstteemmss,,  ttaakkiinngg  aaddvvaannttaaggee  ooff  rreellaattiivveellyy  iinneexxppeennssiivvee  ppuubblliicc
nneettwwoorrkk  sseerrvviicceess  ((ii..ee..,,  tthhee  IInntteerrnneett)),,  aanndd  ssuubbsseeqquueennttllyy  hhaavviinngg  ttoo  pprrootteecctt  oonnee’’ss  oowwnn  ccoommppuuttiinngg
eennvviirroonnmmeenntt  ffrroomm  ppootteennttiiaall  tthhrreeaattss  oorriiggiinnaattiinngg  ffrroomm  tthhee  ““ootthheerr  ssiiddee..””  

TThhee  ggrroowwiinngg  nneeeedd  ttoo  ““ggoo  gglloobbaall””  aallssoo  iinnttrroodduucceess  vveerryy  ssiimmiillaarr  rreeqquuiirreemmeennttss..  OOfftteenn  aacchhiieevveedd
tthhrroouugghh  mmeerrggeerrss  aanndd  aaccqquuiissiittiioonnss  oorr  ssttrraatteeggiicc  aalllliiaanncceess  aanndd  ffrraanncchhiisseess,,  eexxeeccuuttiinngg  uuppoonn  aa  gglloobbaall
ssttrraatteeggyy  ttyyppiiccaallllyy  eennttaaiillss  eessttaabblliisshhiinngg  ccoonnnneeccttiioonnss  ttoo  aanndd  sshhaarriinngg  iinnffoorrmmaattiioonn  wwiitthh  ppaarrttiieess  tthhaatt
hhaavvee  ddiiffffeerriinngg,,  aanndd  llaarrggeellyy  uunnkknnoowwnn  ddeeggrreeeess  ooff  pprrootteeccttiioonn  wwhheenn  iitt  ccoommeess  ttoo  iinnffoorrmmaattiioonn  sseeccuurriittyy..

WWiitthh  vveerryy  ffeeww  eexxcceeppttiioonnss,,  iitt  iiss  aann  aabbssoolluuttee  nneecceessssiittyy  tthhaatt  rreettaaiilleerrss  ccoommpplleemmeenntt  tthheeiirr  pphhyyssiiccaall
ssttoorreess  wwiitthh  aann  oonnlliinnee  sshhooppppiinngg  ooppttiioonn..  TThhiiss,,  ooff  ccoouurrssee,,  mmeeaannss  hhaavviinngg  ttoo  ddeeaall  wwiitthh  tthhee  wwiiddee  rraannggee
ooff  tthhrreeaattss  tthhaatt  aann  IInntteerrnneett--bbaasseedd  ssttoorree  ffrroonntt  bbrriinnggss  wwiitthh  iitt  ((ee..gg..,,  ffrraauudd,,  tthhee  sspprreeaadd  ooff  wwoorrmmss  aanndd
vviirruusseess,,  aanndd  mmaalliicciioouuss  hhaacckkiinngg))

IInnccrreeaassiinnggllyy,,  bbootthh  aacchhiieevviinngg  ooppeerraattiioonnaall  eexxcceelllleennccee  aanndd  eennssuurriinngg  aa  ppoossiittiivvee  sshhooppppiinngg
eexxppeerriieennccee  aarree  bbeeccoommiinngg  ddeeppeennddeenntt  oonn  ssuuppppoorrttiinngg  aa  pplleetthhoorraa  ooff  nneettwwoorrkk--bbaasseedd  aapppplliiccaattiioonnss
((ee..gg..,,  ttrraaffffiicc  ccoouunnttiinngg  ssyysstteemmss,,  ccuussttoommeerr  llooyyaallttyy  pprrooggrraammss,,  wwaarreehhoouussee  mmaannaaggeemmeenntt  ssyysstteemmss,,
ttrraannssppoorrttaattiioonn  mmaannaaggeemmeenntt  ssyysstteemmss,,  sseellff--sseerrvviiccee  kkiioosskkss,,  iinn--ssttoorree  eemmppllooyyeeee  ttrraaiinniinngg))..  TThhiiss
ttrraannssllaatteess  iinnttoo  tthhee  nneeeedd  ttoo  bbeetttteerr  eennssuurree  tthhee  aavvaaiillaabbiilliittyy,,  ccaappaacciittyy,,  aanndd  ppeerrffoorrmmaannccee  ooff
aassssoocciiaatteedd  nneettwwoorrkkss  aanndd  ssyysstteemmss..  

TThheessee  vveerryy  ssaammee  ddrriivveerrss  aarree  aallssoo  ccaauussiinngg  rreettaaiilleerrss  ttoo  eemmbbrraaccee  aa  wweeaalltthh  ooff  nneeww  tteecchhnnoollooggiieess
aanndd  ssoolluuttiioonnss..  EExxaammpplleess  iinncclluuddee  tthhee  uussee  ooff  VVooIIPP  ((VVooiiccee  OOvveerr  IInntteerrnneett  PPrroottooccooll))  ttoo  rreedduuccee  iinntteerr--
ssttoorree  ccoommmmuunniiccaattiioonnss,,  tthhee  uussee  ooff  vvaarriioouuss  wwiirreelleessss  tteecchhnnoollooggiieess  ttoo  hheellpp  uunn--tteetthheerr  ssaalleess
aassssoocciiaatteess,,  aanndd  tthhee  uussee  ooff  RRFFIIDD  ((RRaaddiioo  FFrreeqquueennccyy  IIddeennttiiffiiccaattiioonn))  ttaaggggiinngg  ttoo  aassssiisstt  wwiitthh  iinnvveennttoorryy
mmaannaaggeemmeenntt..  TThhee  iimmpplliiccaattiioonn  iiss  tthhaatt  tthhee  IITT  ddeeppaarrttmmeenntt  mmuusstt  nnooww  sseeccuurree  aann  eevveenn  ggrreeaatteerr
ccoolllleeccttiioonn  ooff  ssyysstteemmss  aanndd  aapppplliiccaattiioonnss  aanndd,,  iiss  tthheerreeffoorree,,  iinn  nneeeedd  ooff  eevveenn  ffuurrtthheerr  wwaayyss  ttoo  iimmpprroovvee
tthheeiirr  oowwnn  ooppeerraattiioonnaall  eeffffiicciieennccyy..  

OOff  ccoouurrssee,,  jjuusstt  bbeeccaauussee  ““tthhee  nneeww””  iiss  bbeeiinngg  eemmbbrraacceedd  ddooeess  nnoott  mmeeaann  tthhaatt  ““tthhee  oolldd””  iiss
aauuttoommaattiiccaallllyy  bbeeiinngg  aabbaannddoonneedd..  TTrruuee  ttoo  tthheeiirr  ccoonnsseerrvvaattiivvee  hheerriittaaggee,,  mmaannyy  rreettaaiilleerrss  wwiillll  ccoonnttiinnuuee
ttoo  ooppeerraattee  lleeggaaccyy  ssyysstteemmss  aass  tthheeyy  mmaakkee  aa  ppiieeccee--wwiissee  ttrraannssiittiioonn  iinnttoo  tthhee  nneeww  ggeenneerraattiioonn  ooff
iinnffoorrmmaattiioonn  tteecchhnnoollooggyy..  TThheessee  ssyysstteemmss  aarree  oofftteenn  ffuullllyy  iinntteerr--ccoonnnneecctteedd  wwiitthh  mmoorree  mmooddeerrnn  oonneess
aanndd  ccoonnttiinnuuee  ttoo  ppeerrffoorrmm  mmiissssiioonn--ccrriittiiccaall  ffuunnccttiioonnss..  HHoowweevveerr,,  ssuuppppoorrttiinngg  tthheemm  ccaann  bbee  qquuiittee
cchhaalllleennggiinngg..  SSkkiilllleedd  ppeerrssoonnnneell  aarree  iinn  sshhoorrtt  ssuuppppllyy  aanndd  uuppddaatteess  ffrroomm  oorriiggiinnaall  mmaannuuffaaccttuurreerrss  aarree
ffaarr  aanndd  ffeeww  bbeettwweeeenn  ––  iiff  aavvaaiillaabbllee  aatt  aallll..  TThhee  rreessuulltt  iiss  tthhaatt  mmaannyy  rreettaaiilleerrss  mmuusstt  ccoonntteenndd  wwiitthh
ooppeerraattiinngg  ssyysstteemmss  tthhaatt  aarree  eexxppoosseedd  ttoo  nneettwwoorrkk--bboorrnnee  tthhrreeaattss  bbuutt  wwhhiicchh  ccaann  nnoott  aaffffoorrdd  ttoo  bbee
ttaakkeenn  oouutt  ooff  sseerrvviiccee  ffoorr  rreemmeeddiiaattiioonn  ––  aassssuummiinngg  aapppplliiccaabbllee  ppaattcchheess  aarree  eevveenn  aavvaaiillaabbllee  iinn  tthhee  ffiirrsstt
ppllaaccee..
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Overall, it is clear that a highly competitive landscape is forcing retailers to
transform the way they conduct business. Information technology must be
embraced further every day, not only to automate business processes but also to
enhance the customer experience. This means putting greater volumes of
information at risk by making it accessible via electronic means. However, at the
same time this landscape is also elevating the importance of having a positive
brand identity – a crucial characteristic when everything else is quite literally a
commodity. The net result is that ensuring the continued trust of their customers,
and consequently the strength of their brand, depends on retail companies
diligently maintaining the security of their information systems.

MANAGING THE BROADER LANDSCAPE

Of course, in addition to its own set of challenges, the retail industry must
also address a majority of the issues and security related trends impacting
the Internet community at large. For example, beyond the PCI Data
Security Standard, most retail organizations must also comply with one or
more of the pieces of more broadly applicable privacy and governance-
related legislation (e.g., the various state-level breach notification acts,

Sarbanes-Oxley, or similar governance codes established in other countries).
to be clear, even when organizations are not explicitly subject to these laws,

it is important to recognize that volunteer adherence with some of the more
relevant measures is still considered “best practice.”

Regulations and compliance aside, there are plenty of other globally applicable
security issues to keep retail companies busy. Threats, in the form of new attacks,
are emerging faster than ever, especially relative to the time of disclosure of their
associated vulnerabilities. In other words, the window of opportunity to take
corrective action between the time that a vulnerability is announced and the time
that an attack against that vulnerability emerges in the wild is dwindling. Just a
few short years ago that window was typically three to six months. The Zotob
worm, and the Witty worm before it, cut into that time considerably, reducing the
window essentially to a few days. Implementing patches in this timeframe,
assuming they are even available, is simply impractical.

As if this were not enough, today’s threats are faster, smarter, more
prevalent/frequent, and even more elusive.

SSllaammmmeerr  ddoouubblleedd  iittss  iinnffeeccttiioonn  ccoouunntt  eevveerryy  88..55  sseeccoonnddss  aanndd  rreeaacchheedd  9900%%  ooff  aallll  vvuullnneerraabbllee  hhoossttss
oonn  tthhee  IInntteerrnneett  wwiitthhiinn  1100  mmiinnuutteess..  AAnndd  tthhaatt  wwaass  oovveerr  ttwwoo  yyeeaarrss  aaggoo!!  TThhiiss  jjuusstt  ggooeess  ttoo  sshhooww  tthhaatt
tthhee  ppootteennttiiaall  ffoorr  ffllaasshh  tthhrreeaattss  ––  oonneess  wwhhiicchh  ccaann  sspprreeaadd  wwiitthhiinn  3300  sseeccoonnddss  ––  iiss  vveerryy  rreeaall..

BBlleennddeedd  tthhrreeaattss  uuttiilliizzee  mmuullttiippllee  aattttaacckk  mmeecchhaanniissmmss,,  ggiivviinngg  tthheemm  bbeetttteerr  ooddddss  ooff  hhaavviinngg  aann  iimmppaacctt
eevveenn  iinn  pprrootteecctteedd  eennvviirroonnmmeennttss..  WWoorrssee  yyeett,,  aattttaacckkeerrss  aarree  ffooccuussiinngg  tthheeiirr  eeffffoorrttss  hhiigghheerr  uupp  tthhee
ssttaacckk  ccoommppuuttiinngg  ssttaacckk..  BByy  ttaarrggeettiinngg  aapppplliiccaattiioonn--llaayyeerr  vvuullnneerraabbiilliittiieess  tthheeyy  aarree  ddrraammaattiiccaallllyy
rreedduucciinngg  tthhee  eeffffeeccttiivveenneessss  ooff  tthhee  vvaasstt  mmaajjoorriittyy  ooff  ccoommmmoonnllyy  ddeeppllooyyeedd  sseeccuurriittyy  ttoooollss,,  wwhhiicchh  aarree
ffooccuusseedd  pprreeddoommiinnaatteellyy  oonn  pprroovviiddiinngg  lloowweerr--llaayyeerr  pprrootteeccttiioonn..

AAuuttoommaatteedd  ttoooollss  aanndd  eexxppllooiitt  ddeevveellooppmmeenntt  kkiittss  ccoonnttiinnuuee  ttoo  ““lloowweerr  tthhee  bbaarr””  iinn  tteerrmmss  ooff  tthhee
kknnoowwlleeddggee  aanndd  eeffffoorrtt  rreeqquuiirreedd  ttoo  llaauunncchh  aann  aattttaacckk..  TThhee  rreessuulltt  iiss  bbootthh  aa  ggrreeaatteerr  vvoolluummee  aanndd
iinnccrreeaassiinngg  ssoopphhiissttiiccaattiioonn  ooff  mmaallwwaarree  tthhaatt  iiss  bbeeiinngg  rreelleeaasseedd  iinnttoo  tthhee  wwiilldd  aanndd  ddiirreecctteedd  aatt  ssppeecciiffiicc
ttaarrggeettss..

The net result is that in 2004 nearly 40,000,000 hosts were infected, impacting an
estimated 75% of all Internet-connected organizations. And all indications point to
these trends continuing into the foreseeable future. Furthermore, it is unreasonable 
to expect that the financial services industry is immune to these conditions. Indeed,
while the vast majority of security incidents are never disclosed, there are still a handful
of published examples and related evidence that support this conclusion. For example:
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IInn  JJaannuuaarryy  ooff  22000033,,  aapppprrooxxiimmaatteellyy  1133,,000000  BBaannkk  ooff  AAmmeerriiccaa  AATTMMss  wweerree  rreennddeerreedd  iinnooppeerraabbllee  bbyy
tthhee  SSllaammmmeerr  iinnffeeccttiioonn..

IInn  JJuunnee  ooff  22000055,,  ppaayymmeenntt  pprroocceessssoorr  CCaarrddSSyysstteemmss  aacckknnoowwlleeddggeedd  aa  sseeccuurriittyy  bbrreeaacchh  iinn  wwhhiicchh
aaccccoouunntt  rreeccoorrddss  ffoorr  4400,,000000,,000000  ccrreeddiitt  ccaarrddss  wweerree  eexxppoosseedd,,  wwiitthh  aapppprrooxxiimmaatteellyy  220000,,000000  ooff  tthhoossee
ccoonnffiirrmmeedd  ttoo  hhaavvee  bbeeeenn  ssttoolleenn//ccoommpprroommiisseedd..

TThhee  GGlloobbaall  SSeeccuurriittyy  SSuurrvveeyy  ooff  ffiinnaanncciiaall  sseerrvviicceess  iinnssttiittuuttiioonnss  ccoonndduucctteedd  bbyy  DDeellooiittttee  TToouucchhee
TToohhmmaattssuu  iinn  22000055  rreevveeaalleedd  tthhaatt  aapppprrooxxiimmaatteellyy  oonnee  tthhiirrdd  ooff  rreessppoonnddeerrss  hhaadd  tthheeiirr  ssyysstteemmss
ccoommpprroommiisseedd  iinn  ssoommee  wwaayy  oovveerr  tthhee  pprreevviioouuss  yyeeaarr..

Finally, it should also be apparent that conventional approaches and security
tools are doing very little to stem the flood of incidents. Clearly, these
inadequacies indicate the need for a next-generation security solution. This
solution must be unobtrusive – not impeding the flow of legitimate traffic – yet
still highly effective at stopping real threats. One that is able to address the
unique challenges facing the financial services industry, but which, above all
else, remains economical and easy to use. One that provides protection during
all phases of the attack lifecycle: before, during, and even after.

THE SOURCEFIRE 3D SYSTEM - A NEW LEVEL OF TRUST

Sourcefire’s ground-breaking 3D approach – Discover, Determine, and Defend – is
a comprehensive intelligent network defense system that unifies intrusion and
vulnerability management technologies to provide the most effective, real-time
protection against today’s real-world challenges. Combining expert knowledge,
detection, and analysis of threats, vulnerabilities, network events, and endpoint
intelligence provides an unmatched degree of coverage – actually fulfilling the
need to track attacks and potential compromises across all vectors all the time –
before, during, and after an attack.

Comprised of three main components, the Sourcefire 3D System is uniquely
capable of addressing the full range of security trends, issues, and challenges
confronting not only the power industry, but also shared by many other utilities
and energy related businesses.

Component One:
Sourcefire Intrusion Sensors and Agents are at the heart of the Sourcefire 3D
System. They provide defense-in-depth for all networks by monitoring and
analyzing network traffic, stopping known bad elements in their tracks and alerting
administrators of otherwise suspicious activity. By enhancing the award-winning
SNORT® technology and adding an easy-to-use interface, optimized hardware, and
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SSttaayyiinngg  AAhheeaadd  ooff  tthhee  ZZoottoobb  WWoorrmm

8/12/05 - Sourcefire Vulnerability Research Team (VRT) responds to a Microsoft
Windows Plug-and-Play (PnP) vulnerability announcement that came out a
few days earlier—issuing an advisory and releasing a number of rules to
detect all attempted exploits against the PnP vulnerability. 

8/14/05 - The Zotob worm is identified in the wild. 
8/15/05 - After thorough analysis of the worm, Sourcefire notifies customers that

rules were already in place to detect Zotob activity.
8/17/05 - Variants of Zotob as well as other attacks emerge. Sourcefire VRT

verifies that all are covered by original rules update.
8/19/05 - Sourcefire publishes instructions on how to leverage the power of

Sourcefire Real-Time Network Awareness (RNA) and the Sourcefire 3D
System Policy and Response engine for further Zotob detection. 

“In the PCI standard,
it states we must use
network intrusion
detection systems,
host-based intrusion
detection systems,
and/or intrusion
prevention systems to
monitor all network
traffic and alert
personnel to suspected
compromises. There
are two kinds of
IDS/IPSs on the
market.One, you plug
in and don’t ever
want to hear from
again. Then there’s
the other kind that
lets you get useful
information about
your network. That’s
what we have with
Sourcefire."

MMiicchhaaeell  MMoorrggaann
NNeettwwoorrkk  SSeeccuurriittyy

AAddmmiinniissttrraattoorr
BBaannkkeerrssBBaannkk  CCaarrdd  SSeerrvviicceess



Security for the Real World.

powerful data
analysis
capabilities,
Sourcefire
Intrusion
Sensors provide
the most
effective
network
monitoring and
intrusion
prevention
technology
available today.

High-fidelity
detection
accuracy is

ensured by using a comprehensive combination of detection techniques – for
example: protocol anomaly, heuristics, behavioral anomaly, and fashion
signatures/pattern matching. It also comes from having a robust and highly
granular rules language, which enables pinpoint isolation of bad elements without
having to impact any of the legitimate items in a communications stream. The
result is both fewer false positives and fewer false negatives … a critical
prerequisite to increasingly automating threat prevention activities.

Superior effectiveness is also derived from the timely availability of new
algorithms and signatures. In this regard, Sourcefire’s VRT is an invaluable
resource. The Sourcefire VRT is a group of leading-edge intrusion detection and
prevention experts working to proactively discover, assess, and respond to the
latest trends in hacking activity, intrusion attempts, and vulnerabilities. By
focusing on the characteristics of vulnerabilities immediately subsequent to their
being announced, the Sorucefire VRT is frequently able to provide protection (e.g.,
in the form of detection rules) prior to the emergence of an associated attack.

Component Two:
Sourcefire RNA Sensors act
as the eyes and ears of the
Sourcefire 3D System. These
sensors add a layer of
intelligence to network
monitoring that has never
been seen before within the
network security industry.
They constantly monitor
network assets, identifying
potential vulnerabilities and
alerting administrators in real
time to anomalous network
behavior. Sourcefire RNA
Sensors also persistently
provide context, enabling
breakthrough advances in
terms of accuracy,
effectiveness and usability of
intrusion detection and
prevention technology.
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TThhee  SSoouurrcceeffiirree  RRNNAA  VViissuuaalliizzaattiioonn  MMoodduullee  aalleerrttss  yyoouu  wwhheenn
aannoommaalloouuss  bbeehhaavviioorr  iiss  ddeetteecctteedd  oonn  tthhee  nneettwwoorrkk..  WWhheenn  tthhaatt
hhaappppeennss,,  tthhee  ssppeecciiffiicc  nnooddee  bbeeggiinnss  ttoo  bblliinnkk..

“Sourcefire RNA is
like a magic eye that
watches everything
happening on your
network.”

Network World

“My concern was that
the false positives
were camouflaging the
real attacks. Sourcefire
offers a whole
different way of
approaching the
problem using passive
network discovery,
behavior profiling, and
vulnerability analysis
technology. The
combination shows me
which events really
matter. It eliminates
the problem of being
inundated by events.
Now I can marry the
vulnerability status of
the server and
application to an event
and target ones that
matter."

MMaatttthheeww  KKeeoogglleerr
SSeenniioorr  SSeeccuurriittyy  aanndd  NNeettwwoorrkk

EEnnggiinneeeerr
AAuuttoottrraaddeerr..ccoomm



Indeed, information obtained by Sourcefire RNA can be used both before
and after the emergence of an attack to facilitate remediation, as well as
to tune Intrusion Sensors, making them more efficient and less likely to
generate false positives. This RNA-generated information can also be
used to identify previously unknown (i.e., day-zero) or otherwise
undetected attacks, and to support generation of new, highly effective
detection rules for these threats.

With its passive monitoring and analysis capabilities, Sourcefire RNA
effectively complements Intrusion Sensors, extending their reach beyond
just that traffic which passes directly through them. Its broad coverage
and wide range of functionality make RNA the ideal approach to
effectively and efficiently monitor a highly complex power plant
environment. Overall, Sourcefire RNA’s unique combination of attack
detection, always-on passive discovery, targeted active scanning,
behavioral profiling, and vulnerability analysis delivers the most
comprehensive view of the security events occurring on an network – an
essential foundation for effective network defense.

Component Three:
The Sourcefire Defense Center is the brains of the Sourcefire 3D System,
providing advanced analysis capabilities and coordinating the activities of the
two types of sensors. This high performance management tool is especially
well suited for large and distributed enterprise networks. It simplifies the
complicated issues usually associated with intrusion detection and prevention
deployments by incorporating policy management, data aggregation,
correlation, and reporting into a single centralized solution that enables power
companies and utilities to make the most of distributed sensor
infrastructures.

Sourcefire Defense Center is delivered with a built-in high performance
database capable of handling millions of events and supporting in-depth
forensic analysis for identification of both discrete occurrences and long-term
security trends. Packaged as a complete, pre-configured system and
including an intuitive, efficient interface, Sourcefire Defense Center is not
only a snap to install but also easy and convenient to use on a daily basis.

PROVIDING NEXT-GENERATION PROTECTION FOR THE RETAIL
INDUSTRY

As a state-of-the-art intrusion detection and prevention solution, the
Sourcefire 3D System is appropriate for any and every Internet-connected
organization concerned with protecting its computing resources and
electronic information. However, the Sourcefire 3D System is also particularly well
positioned to address the aggregate issues and trends facing retailers. 

EEnnssuurriinngg  tthhee  ccoonnffiiddeennttiiaalliittyy  ooff  ccuussttoommeerr  iinnffoorrmmaattiioonn  aanndd  tthhee  iinntteeggrriittyy  aanndd  aavvaaiillaabbiilliittyy  ooff  ccrruucciiaall
ssuuppppllyy  aanndd  ddeemmaanndd  ssiiddee  ddaattaa,,  nnoott  ttoo  mmeennttiioonn  tthhee  rreeppuuttaattiioonn  aanndd  bbrraanndd  ooff  yyoouurr  ccoommppaannyy,,
ddeemmaannddss  tthhee  uussee  ooff  bbeesstt--ooff--bbrreeeedd  iinnffoorrmmaattiioonn  sseeccuurriittyy  ssoolluuttiioonnss..  TThhee  SSoouurrcceeffiirree  33DD  SSyysstteemm  iiss
ssuucchh  aa  ssoolluuttiioonn..

TThhee  SSoouurrcceeffiirree  33DD  SSyysstteemm  ssttooppss  aattttaacckk  ttrraaffffiicc  rreeggaarrddlleessss  ooff  iittss  ppooiinntt  ooff  oorriiggiinn,,  tthheerreebbyy  pprroovviiddiinngg  aa
mmuusstt--hhaavvee  llaayyeerr  ooff  sseeccuurriittyy  wwhheenn  ssuuppppoorrttiinngg  ccoonnnneeccttiioonnss  oorriiggiinnaattiinngg  ffrroomm  uunnttrruusstteedd  aanndd
ppootteennttiiaallllyy  iinnsseeccuurree  hhoossttss  ((ee..gg..,,  tthhoossee  oowwnneedd  aanndd  ooppeerraatteedd  bbyy  ddiivveerrssee  ssuuppppllyy  cchhaaiinn  ppaarrttnneerrss))..  IInn
ddooiinngg  ssoo,,  iitt  aallssoo  pprroovviiddeess  aa  ““vviirrttuuaall  ppaattcchhiinngg””  ccaappaabbiilliittyy..  TThhiiss  eennaabblleess  ddiiffffiiccuulltt--ttoo--mmaannaaggee  lleeggaaccyy
eeqquuiippmmeenntt  ((ee..gg..,,  oouutt--ddaatteedd  ppooiinntt--ooff--ssaallee  ssyysstteemmss))  ttoo  ssttaayy  iinn  ooppeerraattiioonn  uunnttiill  tthheeiirr  nneexxtt  sscchheedduulleedd
mmaaiinntteennaannccee  ppeerriioodd  ddeessppiittee  hhaavviinngg  iiddeennttiiffiieedd  wweeaakknneesssseess..

Discover. Determine. Defend.
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As the creators of
Snort® – an open
source network

intrusion prevention
and detection system utilizing a
rule-driven language, which
combines the benefits of
signature, protocol and anomaly
based inspection methods –
Sourcefire, and thus its
customers, enjoy a truly unique
advantage: the Snort
Community. With greater than
3,000,000 downloads and over
150,000 active users, Snort is
undisputedly the most widely
deployed intrusion detection
and prevention technology
worldwide and has become the
de facto standard for the
industry. Its highly engaged user
community is an unmatched
resource, providing early
warnings of new threats,
generating and publishing
specialized rule sets, and
providing immediate feedback
and quality control services on
new code and content. In
essence, it’s like having a
100,000 person team for
development and technical
support! It is also highly likely
that a portion of this community
is near at hand, given that the
majority of students learning
about intrusion detection and
prevention on campuses today
are being taught using Snort.

TThhee  FFoouurrtthh  CCoommppoonneenntt::
TThhee  SSnnoorrtt  CCoommmmuunniittyy



Security for the Real World.

BByy  ccoommbbiinniinngg  mmoonniittoorriinngg,,  vvuullnneerraabbiilliittyy  mmaannaaggeemmeenntt,,  aanndd  aattttaacckk  pprreevveennttiioonn  ffuunnccttiioonnss  aallll  iinn  aa
ssiinnggllee  ssoolluuttiioonn,,  tthhee  SSoouurrcceeffiirree  33DD  SSyysstteemm  eeffffiicciieennttllyy  hheellppss  eennssuurree  ccoommpplliiaannccee  wwiitthh  vviirrttuuaallllyy  aallll
pprriivvaaccyy  aanndd  sseeccuurriittyy  rreellaatteedd  bbeesstt--pprraaccttiiccee  gguuiiddeelliinneess  aanndd  rreegguullaattoorryy  rreeqquuiirreemmeennttss  ––  bbootthh  tthhoossee
tthhaatt  eexxiisstt  ttooddaayy,,  ssuucchh  aass  tthhee  PPaayymmeenntt  CCaarrdd  IInndduussttrryy  ((PPCCII))  DDaattaa  SSeeccuurriittyy  SSttaannddaarrdd,,  aass  wweellll  aass
tthhoossee  wwhhiicchh  wwiillll  iinneevviittaabbllyy  eemmeerrggee  ggooiinngg  ffoorrwwaarrdd..

TThhee  SSoouurrcceeffiirree  IInnttrruussiioonn  SSeennssoorr’’ss  iinn--ddeepptthh  aanndd  hhiigghhllyy  fflleexxiibbllee  rruulleess  bbaassee  iinnhheerreennttllyy
aaccccoommmmooddaatteess  aa  ggrreeaatt  ddiivveerrssiittyy  ooff  pprroottooccoollss,,  aapppplliiccaattiioonnss,,  ddeevviicceess  aanndd  tteecchhnnoollooggiieess..  OOuutt--ooff--
tthhee--bbooxx  ccoovveerraaggee  ffoorr  ccoommmmoonn  mmooddeerrnn  tteecchhnnoollooggiieess  ((iinncclluuddiinngg  wwiirreelleessss  nneettwwoorrkkiinngg  aanndd
ccoonnvveenniieenntt  hhaannddhheelldd  ddeevviicceess))  ccaann  bbee  ssuupppplleemmeenntteedd  bbyy  eexxtteennssiibbllee  ccoovveerraaggee  ffoorr  vviirrttuuaallllyy  aannyy
ttyyppee  ooff  ccoommmmuunniiccaattiioonnss  ttrraaffffiicc..  

SSoouurrcceeffiirree  RRNNAA  sseennssoorrss  ccaann  ddeemmyyssttiiffyy  ccoommpplleexx  aanndd  ffaarr--fflluunngg  IITT  eennvviirroonnmmeennttss  aassssoocciiaatteedd  wwiitthh
llaarrggee,,  ddiissttrriibbuutteedd  nneettwwoorrkkss,,  oorr  wwiitthh  tthhee  ccoonngglloommeerraattiioonnss  tthhaatt  aarree  tthhee  rreessuulltt  ooff  MM&&AA  aaccttiivviittyy
wwiitthhiinn  tthhee  iinndduussttrryy..  CCoommpplleemmeennttaarryy  ppaassssiivvee  aanndd  aaccttiivvee  ssccaannnniinngg  tteecchhnniiqquueess  yyiieelldd  aa
ccoommpprreehheennssiivvee  aanndd  uupp--ttoo--ddaattee  iinnvveennttoorryy  ooff  ccoommmmuunniiccaattiioonnss  iinnffrraassttrruuccttuurree,,  aapppplliiccaattiioonnss,,  aanndd
ppootteennttiiaall  vvuullnneerraabbiilliittiieess..  NNoott  oonnllyy  ddooeess  tthhiiss  eeffffiicciieennttllyy  pprroovviiddee  uunnmmaattcchheedd  vviissiibbiilliittyy  iinnttoo  aann
oorrggaanniizzaattiioonn’’ss  IITT  eennvviirroonnmmeenntt,,  bbuutt  iitt  aallssoo  ffaacciilliittaatteess  pprrooaaccttiivvee  rreemmeeddiiaattiioonn  aanndd  aauuttoommaattiicc
pprrootteeccttiioonn  ooff  ddeeffiicciieenntt  ssyysstteemmss..

AA  hhiigghh  ddeeggrreeee  ooff  ddeetteeccttiioonn  aaccccuurraaccyy,,  ssiiggnnaattuurree//rruullee  ccoovveerraaggee  tthhaatt  eexxtteennddss  uupp  tthhee  ccoommppuuttiinngg
ssttaacckk,,  aanndd  vvuullnneerraabbiilliittyy  bbaasseedd  rruulleess  eennssuurree  tthhaatt  tthhee  rraappiiddllyy  eemmeerrggiinngg,,  ssmmaarrtteerr,,  aanndd  mmoorree  eelluussiivvee
tthhrreeaattss  ooff  ttooddaayy  aanndd  ttoommoorrrrooww  aarree  kkeepptt  iinn  cchheecckk..  PPrraaccttiiccaall  aauuttoommaattiioonn  ooff  tthhrreeaatt  mmiittiiggaattiioonn
aaccttiivviittiieess  aallssoo  eennaabblleess  ffaasstt--mmoovviinngg  wwoorrmmss  ttoo  bbee  ssttooppppeedd  iinn  tthheeiirr  ttrraacckkss,,  wwhhiillee  aallssoo  eennaabblliinngg
nneettwwoorrkk  aanndd  sseeccuurriittyy  ooppeerraattiioonnss  ssttaaffff  ttoo  bbee  mmoorree  eeffffiicciieenntt..

HHiigghhllyy  ttuunnaabbllee  sseennssoorrss  ooppeerraattiinngg  oonn  ccuussttoomm  hhaarrddwwaarree  aanndd  aa  ppuurrppoossee--bbuuiilltt  ddaattaabbaassee  ffoorr  tthhee
mmaannaaggeemmeenntt  ppllaattffoorrmm  yyiieelldd  hhiigghh--ppeerrffoorrmmaannccee  ((ii..ee..,,  llooww  llaatteennccyy,,  hhiigghh  ccaappaacciittyy))  ccoommppoonneennttss
ccaappaabbllee  ooff  ssuuppppoorrttiinngg  bbootthh  tthhee  hhiigghh  sstteeaaddyy  ssttaattee  aanndd  ppeeaakk  ttrraaffffiicc  vvoolluummeess  ttrriiggggeerreedd  dduurriinngg
hhoolliiddaayy  ppeerriiooddss  aanndd  ootthheerr  ffllaasshh  eevveennttss..

IItteemmss  ssuucchh  aass  aa  bbuuiilltt--iinn,,  hhiigghh--ccaappaacciittyy  ddaattaabbaassee,,  mmaannaaggeemmeenntt  ccoovveerraaggee  aanndd  iinntteeggrraattiioonn  wwiitthh
ooppeenn--ssoouurrccee  SSnnoorrtt®® iimmpplleemmeennttaattiioonnss,,  tthhee  SSnnoorrtt  uusseerr  ccoommmmuunniittyy,,  aanndd  aann  eeaassyy--ttoo--uussee,,  cceennttrraalliizzeedd
mmaannaaggeemmeenntt  aapppplliiccaattiioonn  aallll  ffaacciilliittaattee  hhaavviinngg  aa  ccoommpprreehheennssiivvee  aattttaacckk  pprrootteeccttiioonn  ssoolluuttiioonn  eevveenn  oonn
aa  ttiigghhtt  bbuuddggeett..

The bottom line is that above and beyond all of these capabilities the Sourcefire
3D System is the only product that provides next-generation true intrusion
prevention. State-of-the-art intrusion sensors are complemented by essential
Sourcefire RNA technology to more effectively prevent all threats, from all
vectors, all of the time – providing protection before, during, and even after an
attack.
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About Sourcefire
Sourcefire, Inc., a world leader in intrusion prevention, is transforming the way organizations manage and minimize network security risks with its 3D
Approach - Discover, Determine, Defend - to securing real networks in real-time. The company's ground-breaking network defense system unifies
intrusion and vulnerability management technologies to provide customers with superior network security. Founded in 2001 by the creator of Snort®,
Sourcefire is headquartered in Columbia, MD and has been consistently recognized for its innovation and industry leadership by customers, media, and
industry analysts alike – with more than 18 awards and accolades since January 2005 alone. Recently, the company was positioned in the Leaders
Quadrant of Gartner’s “Magic Quadrant for Network Intrusion Prevention System Appliances” report and the Sourcefire 3D System was named “Best
Security Solution,” at the 2006 SC Magazine Awards. At work in leading Fortune 1000 and government agencies, the names Sourcefire and founder
Martin Roesch have grown synonymous with innovation and intelligence in network security.
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